
The ultimate
guide to
secure
Dropbox

Advanced Security
Configurations & Tips

© Cytex, Inc. All rights reserved.

hello@cytex.io cytex.io



It's easy to overlook critical settings in Dropbox due to the variety
of configurations, and best practices involved. This cheat sheet
offers essential guidelines for both beginners and professionals to
prevent data breaches & unauthorized access, providing an action
plan to strengthen organizational security. Let’s get started.

DropBox security best practices
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2 Enforce multi-factor authentication (MFA)

Enforce MFA to add an extra layer of security, mitigating the risk of unauthorized access,
especially in the event of compromised credentials. Make sure to keep a backup code in
case you lose your phone.

Admin console > Settings

To do this go to the admin console and under settings see “Two-step verification.”

Avoid reusing passwords for multiple accounts

Use a strong password for Dropbox, consider using a password manager to generate and
securely store complex passwords.
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Regularly review the list of people who have access as well as connected
devices

Remove any users or devices you no longer use or recognize. This helps prevent
unauthorized access. Disable access for users who have left the organization

Dropbox device list
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5 Monitor DropBox linked apps and usage

To view your account’s usage on Dropbox, visit the website and click the “Account” tab.
This section shows data uploaded and downloaded over the past month, week, and day, as
well as your current web sessions and logged-in browsers. Monitoring this data helps
identify suspicious activity and unauthorized users.

Dropbox activity monitoring

Device management

Monitor and manage devices linked to Dropbox accounts to ensure only authorized
devices access company data.

Dropbox device management

Check and manage connected devices in the "Settings" security tab.
Review activity logs in the admin console for devices having access to Dropbox.
Restrict device connections and manage excess in the "Device Approvals" section of
the Admin console.
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Encrypt sensitive files before uploading them

Dropbox offers encryption, but you can add another layer of protection by encrypting
sensitive files before uploading them
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8 Ransom monitoring and detection

Dropbox now offers 'ransomware monitoring and detection' in the admin console, enabled
by default. Admins can customize alert policies and manage notifications.

Manage sharing settings for files and folders carefully

Make sure that sensitive data is not disclosed to unintended recipients, and use public links
only when necessary. Be diligent in choosing the right settings for sharing information both
within and outside the organization.
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Keep DropBox client updated

Ensure all devices accessing Dropbox are updated to the latest client version for
security. This can be done using scripting agents to monitor and update devices, as
Dropbox does not currently support this feature.
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Dropbox sharing settings

To find the ransomware alert, go to the "Security" section and click on "Alert Policies."

Dropbox alert policies
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