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DropBox security best practices

It's easy to overlook critical settings in Dropbox due to the variety
of configurations, and best practices involved. This cheat sheet
offers essential guidelines for both beginners and professionals to
prevent data breaches & unauthorized access, providing an action
plan to strengthen organizational security. Let's get started.

. Avoid reusing passwords for multiple accounts
Use a strong password for Dropbox, consider using a password manager to generate and
securely store complex passwords.

. Enforce multi-factor authentication (MFA)

Enforce MFA to add an extra layer of security, mitigating the risk of unauthorized access,
especially in the event of compromised credentials. Make sure to keep a backup code in
case you lose your phone.

e To do this go to the admin console and under settings see “Two-step verification.”

Admin console Settings

Insights
M [ Two-step verification
mMembers B : . .
rotect your team’s account with an additional layer of security when signing in
Activity
Content
@  Single sign-on
Groups -\_% = sig . ) |
Simplify Dropbox sign-in by letting members use their company usernames and passwords
Security >
Settings
Help G=m Fasswords

Reset all members’ passwords

Admin console > Settings

. Regularly review the list of people who have access as well as connected
devices

Remove any users or devices you no longer use or recognize. This helps prevent
unauthorized access. Disable access for users who have left the organization

Devices

i inkec 1 | Dropt t
Device name Location Most recent activity
& MacBook-Pro.home Beaverton, Oregon in the last hour X
& media Beaverton, Oregon in the last hour x
£ DESKTOP-4514Q45 Beaverton, Oregon about 16 hours ago X
# Android SM-G930P Portland, Oregon about 5 days ago X
# Android Pixel 2 Beaverton, Oregon about 6 days ago X

Dropbox device list
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. Device management

Monitor and manage devices linked to Dropbox accounts to ensure only authorized
devices access company data.

e Check and manage connected devices in the "Settings" security tab.

e Review activity logs in the admin console for devices having access to Dropbox.

e Restrict device connections and manage excess in the "Device Approvals" section of
the Admin console.

SOmicoas Settings » Device approvals
Insights
) Computers
Members How many eomputers can sach mamber connect o Dropbex through the Dropbax deskiop apo? Learn mare
Activity
Content
Maobile devices
Groups Hgw many phones and fableds can each membaer conngct t rgwph Dropbo mebile apps?
Security »
Setings Disconnected devices
Helg wihat should happen when a member disconnects a computer or mabile device?

Device overages

What should happen to & member wiht's alveady over The kiemite? (Whan thay join tha Taam, &n admen lowears limits, et
Exception list
Which members should e able 1o use 55 many cevicas a5 they Want Lo connect 1 Dropoo?

Dropbox device management

. Monitor DropBox linked apps and usage

To view your account’s usage on Dropbox, visit the website and click the “Account” tab.
This section shows data uploaded and downloaded over the past month, week, and day, as
well as your current web sessions and logged-in browsers. Monitoring this data helps
identify suspicious activity and unauthorized users.

e 0 2 %
Activity @ #@ L
All activity © Create report
Date (O Mombor Activity Catogory Accossod from Location fed
3/23/2021 : Created team activity report Cedar Park
319 pm Start date; Feb 01. 2021, 24:00 CST Reports Admin Console United Statos
P End date: Mor 24,2021, 24:00 CDT e
3/23/2021 . Signed in Cedar Park
U Logins Web
3:04 pm Login method: passviord United States
3/23/2021 BetterCloud Data Rownlcadad(llesiand/ortaldars File operations AP Council Bluffs
y Management Filo: audited_SOC 2 ...Blog copy 2.pdf L R
1:30 am 9f Mombors: Austin Ploit United States
3/23/2021 BetterCloud Data Downloaded files and/or folders Council Blufs
M t File operations API
1:30 om lanagemen Filo: Analysis of cloud socurity.pdi - Mombors: Austin Plott Unitod States

Dropbox activity monitoring

Encrypt sensitive files before uploading them

Dropbox offers encryption, but you can add another layer of protection by encrypting
sensitive files before uploading them
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. Manage sharing settings for files and folders carefully

Make sure that sensitive data is not disclosed to unintended recipients, and use public links
only when necessary. Be diligent in choosing the right settings for sharing information both
within and outside the organization.

File setlings Link for viewing

® People with this link can view Doloto link
Who has access Team members - T
Control who con viows tho filo veith this J
link.

Anyogg with link

Anyono with thig link con viow tho

file.
Expiration
Diooblo thig link on a opoolfic dato. v Toom mombers

Toom memborg with thig link con

viows tho file.

Disable downloads :

) People with password
Provoent pooplo with thiv link lrom
Paoovsord protact thio link for

downlonding. Learn more
viowing tha file.

Only people invited
Tha link io off ond does not grant
odditonal nceoss 1o anyono.

Dropbox sharing settings

Ransom monitoring and detection

Dropbox now offers 'ransomware monitoring and detection'in the admin console, enabled
by default. Admins can customize alert policies and manage notifications.

e To find the ransomware alert, go to the "Security" section and click on "Alert Policies."

Alerts policies » Ransomware suspected

General information Description

This could block your account access and share sensitive content.

Severity

e High

@ ono

Dropbox alert policies

. Keep DropBox client updated

Ensure all devices accessing Dropbox are updated to the latest client version for
security. This can be done using scripting agents to monitor and update devices, as
Dropbox does not currently support this feature.
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Explore Cytex Unified
Resilience Platform today

&> Schedule demo

Zero Trust Network Access

Data Supply Chain Security Traffic Monitoring & Threat Blocking

Endpoint Detection & Response (EDR) ; : Cloud App Security Scanning
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> 27001, OFDSS, & CMMC

Framework Automation: SOC 2,

Data Loss Prevention (DLP) E(\a ‘ Cloud Security Posture Management

| Full Spectrum Defense ’
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https://cytex.io hello@cytex.io @cytexsmhb @cytexsecure
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