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Microsoft Teams security best practices

The MS Teams platform has many settings that can easily be overlooked.

This cheat sheet serves as a vital resource for both new and experienced .*,

users, aiming to prevent data breaches and unauthorized access while M
providing a strategic plan to bolster organizational security. It begins wit
an overview of the Microsoft Teams ecosystem, focusing on proper

configuration and identifying potential security vulnerabilities.

Recommendations for three tiers of protection for data, identities, and
devices:

1.Baseline protection
2.Sensitive protection
3.Highly sensitive protection

Baseline protection features public and private teams. Public teams are accessible to
anyone in the organization, while private teams are restricted to members only. Both
configurations limit sharing of the associated SharePoint site to team owners for better
permissions management.

Sensitive protection teams are private groups with restricted sharing and access for
associated sites. Sensitivity labels define policies for guest sharing, device access, and
content encryption.

. Sensitivity labels

The sensitive and highly sensitive tiers use sensitivity labels to help secure the team and its
files. To implement these tiers, you must enable sensitivity labels to protect content in
Microsoft Teams, Microsoft 365 Groups, and SharePoint sites.
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. MS Teams documents permission management and SharePoint site

Each team is assigned a dedicated SharePoint site for document storage, linked to team
permissions. This is the the Files tab in a teams’ channel.

Team owners hold the role of site owners, while team members are designated as site
members. Team owners possess the authority to manage the site and have complete
control over its contents, while team members are allowed to create and modify files
within the site.

. Identity and access management

All admins must enable MFA. For MS Teams subscriptions or trials purchased after
October 21, 2019, security defaults are automatically enabled if prompted for MFA upon
signing in.

Enforce an admin least privilege policy (Least Privilege Access), assign roles and
permissions based on a "need-to-know" principle. Avoid giving broad access to all users.
Assign users roles such as Password Administrator or Exchange Online Administrator,
rather than Global Administrator, to reduce the risk of breaches in global administrative
accounts.

Configure guest access settings to limit what guests can do and see within Teams
channels and chats.

Implement Conditional Access policies based on identity, device, and location to restrict
access to Teams and dependent services.

. Configure and enable user risk policies

There are two types of risk policies in Microsoft Entra Conditional Access, user risk policy
and sign-in risk policy. These policies automate responses to detected risks, enabling users
to self-remediate.
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. Setup conditional access policy

Conditional access enables admins to manage resource access based on specific
conditions, enhancing security by preventing unauthorized access and minimizing data
breach risks. An Azure AD Premium P1license is required to use Microsoft Office 365's
conditional access policy feature. Here's how to activate it for MS Teams:

¢ Navigate to Azure Active Directory > Security > Conditional Access.
e Click + New Policy, naming it (e.g., “Teams Conditional Access Policy”).
e Assign the policy to specific users or groups.
e Select "Microsoft Teams” under Cloud apps or actions.
e Set conditions for policy enforcement, like restricting access by location or device
type.
e Choose access controls, such as requiring multi-factor authentication or blocking
access.
o Save the policy to apply it to the designated users or groups accessing Microsoft
Teams.
1 Search resources, sevices, and docs (6+)
Home > Conditensl Access
;= Conditional Access | Policies
+ Mewpolicy -+ New policy bomtemplate T Uploadpolicyie | R whattt | | /D Gotfesdback?
D Overdew
= Folides What is Conditional Access?

Cenditional Access gives you the ability to enforce access requirements when specific conditions ecour. Let's take a few examples
@ Insights and reporting

X Diagnose and sakve problems Conditions Controls
When any user is outside the company network  They're required to sign in with multifactor authentication

Manage When users in the "Managers' group sign-in They ane required be on an Intune compliant or domain-joined device

¥ Mamed locations Want to learn more about Conditional Access?
5 Custom controls (Preview) Get started
& Terms of use & Create your first policy by clicking "+ New policy”

= Specify policy Conditions and Contrals

& VPN connectivity * \When you are done, don't forget to Enabile policy and Create

Access policies
. Prevent data leakage in MS Teams

Microsoft Purview Data Loss Prevention (DLP) helps prevent the sharing of sensitive
information in Microsoft Teams. It requires an E5S license for DLP licensing. Here's how to
apply DLP policies in MS Teams:

¢ In Microsoft Purview Compliance Center navigate to Data Loss Prevention > Policy.

e Choose to create a DLP policy from templates or customize one.

e Foracustom policy, select "custom” from the Categories tab and name it.

e Assign admin units from Azure Active Directory to restrict the policy to specific
users/groups.

e Ensure the toggle for “Teams chat and channel messages'is on when choosing
locations.

e Define policy settings for advanced DLP rules.

e Create the DLP policy with conditions, exceptions, and actions as needed.

e Testand review the policy before saving.

© Cytex, Inc. All rights reserved.
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. Prevent data leakage in MS Teams

Dota loss prevention > Create policy

@ Template or custom policy

Start with a template or create a custom policy

O Name Choose an industry regulation to see the DLP policy templates you can use to protect that info or create a custom policy start from scratch. If
| you need to protect labeled content, you'll be able to choose labels later. Learn more about DLP policy templates
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| physical addross
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9

QO Locations

0 Search for specific templates ‘ l All countries or regions 4
QO Policy settings )
| Categories Templates Custom policy
QO Policy mode M Enhanced Custom policy Create a customn policy from scratch. You will choose

the type of content to protect and how you want to
©  Financial protect it.

O Finish k
©  Medical and hoealth

> Privacy

2 Custom

DLP Policies

After creating the policy, it will be enforced in Microsoft Teams to block or flag sensitive
information for review based on your chosen actions.

. Secure MS Teams against phishing attacks

Microsoft Teams, combined with Defender for Office 365, offers enhanced protection
against malicious phishing attacks using weaponized URLs. This feature provides time-of-
click protection for links in chats and channels, safeguarding teams from threats.
Accessing the Microsoft Defender portal requires an E5 license. Here's how to enable
Microsoft Defender for Office 365 in Teams:

¢ Sign into the Microsoft 365 Defender Portal: https://security.microsoft.com/

e GotoPolicies&rules Threat Policies Safe Attachments.

e Click on 'Global Settings' and ensure 'Turn on Defender for Office 365 for SharePoint,
OneDrive, and Microsoft Teams' is enabled.

¢ Navigate to Policies &rules  Threat Policies  Safe Links.

e Select each policy (if multiple) and under Protection settings  Teams, ensure 'Safe
Links checks a list of known, malicious links when users click links in Microsoft Teams'is
checked. Turn it on and save if necessary.

Protection settings

Email

® On: Safe Links checks a list of known, malicious links when users click links in

email. URLs are rewritten by default.

Apply Safe Links to email messages sent within the organization

® On

Apply real-time URL scanning for suspicious links and links that point to files

® On

Wait for URL scanning to complete before delivering the message

& On

Do not rewrite URLs. do checks via Safe Links APl only.

& On

Do not rewrite the following URLs in email (0)

Teams

Safe Links Protection for MS Teams

© Cytex, Inc. All rights reserved.
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. Configure Teams Guest access settings

You can improve collaboration and communication in Microsoft Teams by inviting guests.
To protect the security and privacy of your data, it's crucial to set the appropriate guest
access settings. The Teams admin center allows you to customize these guest access rules
to meet your specific requirements.

Setting appropriate guest access rules allows secure collaboration with clients and
partners. Additionally, with the ability to disable screen sharing during video meetings
ensures confidential information remains secure.

e Go to Microsoft Teams admin center Users  Guest Access.

Meeting
Turn on or tumn off settings for guests in meetings.
To manage meating sattings for USEFS IN yOUr organization. go to Mestings > Megting policies and Meetings > Meahing
P video ‘:) On
Screen sharing mode Single application
Meet Mow O Qn
Messaging

Turn on or tumn off settings for guests in chats or channel conversations.

To manage Messaging settings for users in your organization. go 1o Messaging p

Edit sent messages @D on
Delete sent messages ‘3 On
Delete chat () On
Chat n On
Giphy in conversations ﬂ On
Giphy content rating Strict

Memes in conversations D on

Guest user access permissions in MS Teams admin center

. Control who can send email to Team'’s channel

To enhance the security of Microsoft Teams communication, restrict channel email
messages to approved domains. This prevents unauthorized access and potential security
breaches. Follow these steps:

Access the Microsoft Teams admin center.

GotoTeams Teams settings.

Use the 'Email integration' toggle to control email permissions.

If allowed, enter accepted domains in the 'Accept channel email' field and click Save.

© Cytex, Inc. All rights reserved.
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. Securing third-party storage

With Teams, you can store files on third-party services like Citrix, Dropbox, Google Drive,
and more. However, some may risk data leakage, so you can disable unsupported
providers to keep your data secure. Here's how to control third-party cloud storage access
in MS Teams:

e Access the Microsoft Teams admin center.
e GotoTeams Teams Settings.
e Under 'Files’, select desired storage providers for the files tab and click Save.

Allow ugers to send emais to a channel email address & on

Accept channel email from these SMTP domains

Files

Tum on or tum off file sharing and doud file storage options for the Files tab.
Citrix fles @ o
DropBox & on
Bax & o
Google Drive & o

Organization

Organization tab allows Teams users to see athers in their organization hierarchy
Show Crganization tab in chats & o

MS Teams third-party file integrations

. Manage meeting policies to minimize the attack surface

Managing Microsoft Teams meeting settings is crucial for customizing the meeting
experience and enhancing security. To minimize risks and restrict content sharing, follow
these steps:

e Microsoft Teams admin center Meetings Meeting Policies  Global Policy.
e Inthe Meeting join & lobby tab, turn off 'Anonymous users can join a meeting' and
'People dialing in can bypass the lobby:.'

Meeting join & lobby

Meeting join and lobby settings let you control how people join meetings and allow you to manage the lobby for Teams meetings.
Learn more about meeting join and lobby settings

Anonymous users can join a meeting ()
s > Live events policies D On

gs

Find related settings at Mee

and Meetings = Meeting

Anonymous users and dial-in callers can start a
oy @) off
meeting ()

MS Teams meeting lobby settings

e Microsoft Teams admin center Meetings Meeting Policies  Global Policy.
e Under Meeting engagement, allow Meeting chat option for Everyone but anonymous
users.

Meeting chat - ,
On for E'.'E[:.'C:‘.E' but arC’Tf""ICJS users

is setting is also controlled at Messaging policies

MS Teams meetings engagement settings
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. Content sharing settings

To prevent sharing inappropriate content, turn off the setting for ‘External participants can
give or request control’ in Content Sharing. Additionally, limit the ‘who can present’ option
to “People in my organization and guests.”

Content sharing 4

Content sharing settings let you control the different types of content that can be used during Teams meetings that are held in your

organization. Learn more about content sharing settings
Who can present Everyone b
Screen sharing Entire screen v
Participants can give or request control () () On
Ex.ternal participants can give or request control @ off
PowerPoint Live () On
Whiteboard & o
Collaborative annotations () On
Live share () On
Shared notes ( D On
Organizer can restrict participants from copying
or forwarding meeting chat messages () On
L Previum
Participants can share content in external
meetings hosted by Any org v
a

MS Teams content sharing settings

. MS Teams updates

Make sure to enable updates for the following software components in the Teams admin
center. Additionally, remember to update any components that need manual updates.

e Teams app: Manual and Automatic updates available.
e Device firmware: Manual and Automatic updates available.
o Company Portal app: Manual updates only.

© Cytex, Inc. All rights reserved.
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